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Pasznea I

']

Y1, Hactosmure npaBHia KacadT Iporeca Ha YIOPaBICHHE HA JKH3HGHHS [HKBI Ha
HH(QOPMAIMOHHNTE M KOMYHHKAI[HOHHHTE CHCTEMH H TEXHHTE KOMIOHEHTH B PaMKHTE Ha
obmuHa JloMm.

Yn.2. VenosusaTa, HAUMHBT U PEABT 3a IPHIOONBAHE, BBBEKIAHE B EKCIUIOATAIHSA, TIOIPHKKA,
IpeMECTBAaHE/U3HACAHE, H3BEXKIAHE OT €KCIUIOATAIMS W YHHIIOKABAHE HA WH(OPMALMOHHH
U KOMYHUKAIlHOHHH CHCTEMH H TEXHHTE KOMIIOHEHTH B oOmuHa JIoM ca B KOMIETEHIIHUTE
Ha IJ.eKcnepT ,,IH(hOopMaIllMOHHO OcHrypsiBaHe” Ha OOIIMHATA.

Yi.3. OmuesT Ha MHGOPMALIMOHHATE aKTHBH 110 CMHCHJIA HA 4. 5, ail. 1, T. 1 or Hapej6ara 3a
MHUHUMAIHATC H3HCKBaHHS 3a MpexoBa H HHGopmanmonHa curypHoctT (Hapenbara),
CHABPAKA HHpOpManHKsI, He00X0IMMa 3a pa3pelIaBaHeTo Ha MHIMICHTH, aHaJIA3 U OLEHKA Ha
PHCKa, YIIpaBJICHHE HA YSA3BUMOCTH U yIIPAaBJICHUE HA H3MEHEHHATA, KATO;

1. enHO3HAaYHA MIIGHTU(DUKAIHS, KATO HHBEHTAPEH, CEPUEH HOMED MM JIp.;

2. OCHOBHH XapaKTEPUCTHKH;

3. ycnyru, mponecH H JeHHOCTH, B KOHTO YYacTBa,

4. MECTONOJIOKEHHE;

5. roawHA Ha MPOH3BOJCTBO, KBAETO € IPHUIIOKHMO;

6. maTa Ha BBBEXKJAHE B €KCIUIOATAIIHS, KBIACTO € IPUIOKHMO;

7. BepCHs, KBJETO € IPHIIOKHUMO;

8. MecToHaxOXIeHME HAa  CBBp3aHaTa ¢  HEro  JOKYMEHTamus  (TeXHHYECKa,
€KCIUIOaTallMOHHA, IOTpeOUTeNCKa U JIp.);

9. orrosopHo nHIIE.

Ya.4. (1) Hactosmmute npaBuia ca IIPHETH B CHOTBETCTBHE ¢ H3UCKBAHETO HA WI. 5, al. 1, T. 6 oT
Hapenbara ¢ ne HamangBaHe Ha PUCKA OT HHIMICHTH, HACTBIMIIM B PE3YIITAT HA H3MEHEHHS
BBB BaXKHHTE 3a AEHHOCTTA MHOOPMAIMOHHM aKTHBH, H IT0-TOYHO B HH()OPMALHOHHHTE H



KOMYHHKAllHOHHHTE CHCTEMH H OOCIyXBamaTa TH HHQPAaCTPYKTypa, B MpPOLECHTE H
ACHHOCTHTE, B KOHQHUTypamuuTe, B codTyepa WM BEB bpMyepa.

(2) Ilpenn M3BBPUIBAHETO HA M3MEHEHHS, H3PHYHO OIPABOMOIIEHH CIY>KHTEIM Ha OOIMMHAaTa
IIPaBAT aHaJIH3 U OLCHKA HAa PHCKA 332 BCEKM KOHKPETEH CIIy4aif H B CHOTBETCTBHE ¢ WI. 7 OT
Hapen6ara.

(3) Usmenenusra ce:

1. mnanmpar, KaTo ce ONpENENIAT CPOKOBE M OTFOBOPHOCTH 33 BCSKA JOENHOCT, KOATO Iie
Oblle M3BBPIIEHA PEJIH, 110 BPEME HA U CIIe H3MEHEHHETO;

2. cwriacysar MpeIBAPUTENHO ¢ BCHYKH CTPAHH, HMAIIH OTTOBOPHOCTH KBM IIPOIIECHTE U
IeHHOCTHTE B 00XBaTta Ha Hapenbara;

3. 0nobpsiBat OT aIMHHHCTPATHBHES OPTaH, HJIH OT H3PHYHO YI'BJIHOMOILIEHO OT HETO JIMIIE;

4. OLOBECTSBAT MO HOJXOISII HAYKH HA BCHYKH CTPAHH, KOHTO Ca 3aHHTEPECOBAHH;

5. HHOOPMHDAHETO HA 3aMHTEPECOBAHUTE CTPAHH TPIOBA 12 € TOHE 3 [HH Ipean J1a ce
HalpaBH H3MEHEHHETO;

6. IpoBepsBaT B TECTOBA CpEJa.

(4) O6muHaTa pa3paboTBa IUIAH 3a BPBIIAHE HA CHCTEMHTE B TIPEIUIOTHOTO UM CHCTOSHHE, 3a Oa
CC Hamamu IpOABIDKMTCHOCTTA HA NOTCHIHANeH HHIHIEHT, HACTHIMJ B Pe3YJITaT Ha
H3MEHEHHETO. '

Y5, (1) Ilpu paspaGoTBane HA NPOEKTH K TEXHAIECKH 3a[aHHS 0OIIMHATa BKITIOYBA aJ€KBATHH
U KOMIITICKCHH M3HCKBAHHA 33 MPE)KOBa ¥ HH(OPMAIIHOHHA CUTYPHOCT, OCHOBAHH HA AHAITH3
W OlCHKa Ha pHCKa, ¢ LET Ja Ce rapaHTHpa, Y€ M3HCKBAHOTO HMBO HA CHI'YPHOCT Ha
HH(DOpMaLKATa, MPEXHTE W MHDOPMAIMOHHHTE CHCTEMH € 3a/l0KeHO Olle B eTama Ha
pa3paboTKa ¥ BHEIpSABAHE.

(2) WsroTBenuTe TeXHMYECKH 3ajaHus/crienmudHKALEE 110 an, | ce BOHCBAT B PETHCTLpA 110 Wi,
51 or Hapenbara 3a o61muTe H3MCKBaHMS KBM HH(BOPMAIMOHHATE CHCTEMH, PETUCTPHTE H
CICKTPOHHUTE aIMUHHCTPATHBHH YCIYTH H C€ YTBBPXKAABAT CHINACHO 4WiI. 53 OT chimara
Hapen6a or mpencenaremsit va JJA "EneKkTpoHHO YIpaBjieHHe" WM ONpeNeleHo OT HEro
JUTBXKHOCTHO JIMIIE, B CPOK JBE CEIMHI[H CJIET BIIHCBAHETO HM.

(3) O6muHaTa BBBEX/IAa B €KCILIOATAIIHS HOBH MH()OPMAIMOHHH M KOMYHHKAIIHOHHH CHCTEMH
IUTAHAPAHO M CJICK YCIECIIHO IIPOBE/IeHH H JOKYMEHTHPAHH TECTOBE, JOKA3BalllM 3aIUTaTa Ha
uHpoOpMaIHATa OT 3ary0a Ha MOCTBIIHOCT, HHTETPUTET H KOHGHUICHI[HAITHOCT.

Ya.6. (1) O6munara morbpka HHPOPMAIIHOHHA | KOMYHHKaI[HOHHA MHDPACTPYKTYpa, KOATO
TapaHTHpa, Ye HHYOPMALMOHHHTE H KOMYHHKAIIHOHHATE CHCTEMH, M3ITbIHABAIIH pa3ITU4HH
(yHKUHE, ca pas/eTeHH B H30JIMPAHU [OMEXTY CH (DH3HIECKH W/HIH JIOTHYECKH, KaKTO H Ye
Ca pasneieHd H U30/HPaHH OT HHGOPMAIHOHHUTE B KOMYHUKAIIHOHHUTE CHCTEMH HA TpeTH
CTpaHW, € LT Ja C€ OrpaHuYH pPasNpOCTPAHEHWETO HA HHIMACHTH C MpeXoBara M
HH()OPMAITHOHHATA CHT'YPHOCT.

(2) B cimyuqaif ve nameHa CHCTEMA € ChCTABEHA OT TIOICHCTEMH, PA3/IETSIHETO HM C€ OCBIINECTBSARA
Ha MOCNeHO YUBHIECKO WITH JIOTHYECKO HHBO, KaTo yeb ChPBBPLT, CBPBBDPBT C IPHIOKHHS
coTyep M CHPBBPHT ¢ Gasara JaHHH Ha eIHA MHQPOPMAIHOHHA CHCTEMA CE€ Pa3loNaraT Ha
PA3IHYHH MAIIMHHA U B PA3JIHIHA MPEXKH.



Yn7. (1) Obmumuara rapantupa, ue TpahUKBT MEXJTy OTHEIHHTE CHCTEMH M TEXHUTE
TIOZICACTEMH € KOHTPOIIHPaH Hpe3 moaxoasio guirpupane (o [P axpec, mo mportokos, mo
HOMEp Ha nopt or Transmission Control Protocol (TCP)/Internet Protocol (IP)) ¢ uen
IIPCBEHIUA HA CBCHTYAIHH aTaKH H OTpaHHYaBaHE HA PaslPOCTPAHEHHMETO HA MHIHICHTH.
QunrpupaHeTo Ha Tpapuka TpsabBa a Gbae Mo IPCIBAPHUTENIHO Pa3lUCaHH U 0/00peHn
NpaBuia, OCHOBABAalllK ce HA (YHKIHMOHATHOCTTA M CHTYPHOCTTA, KOHTO TpsaOBa na Gwiaar
PENIOBHO NPOBEPSBAHH 32 HEPETTIAMEHTHPAHH H3MEHEHHUSA U Ja OBAAT aKTyaTH3HPAaHH C OIeN
Ha HOBOBB3HHKBAIIH 3aIIIAXH.

(2) Henyxnure noprose no nporoxoms TCP u User Datagram Protocol (UDP) ce 3a6pamssar
9pe3 aNeKBaTHO KOHQUTYpPHpaHE Ha H3IIOJI3BAHHTE COMWTYyepHH peIneHHs, XapIyepHH
YCTpoiicTBa ¥ 060py/IBaHE 3a 3alIMTa K KOHTPOJI Ha Tpaduka.

Yn8. (1) O6muuara mnpuema scHO NeQHHHPAHH TONHTHKH OTHOCHO HEOTOPHU3HPAHOTO
H3I0JI3BAHE Ha:

Y

1. JMYHA TEXHUYECKH CPEJICTBA B MPEXKATA, KOSTO KOHTPOJIHPAT;
2. TIpPeHOCHMH 3aITHCBAINY YCTPOHCTRA.

Paznen 11
3AIITA HA HH®OPMAIIMOHHUTE UKOMYHUKAIIMOHHUTE CHUCTEMHA
Y9, (1) Obumuara npuaara CieHATE MEPKH 32 3alllUTa Ha NPOQHINTE ¢ aIMHHUCTPATHBHH
1IpaBa 3a HHOPMAIMOHHUTE ¥ KOMYHMKAIIMOHHHATE CHCTEMH H TEXHHUTE KOMIIOHEHTH:

l. mpenu BBBEXIAHE B EKCIUIOATAIHUS 3aB/DKUTCIHO CE CMCHST UIECHTH()HKAIIHOHHHTE
AQHHM Ha aIMHHUCTPATOpa, BLBEACHH IO TNoApasdHpaHe WM HMHCTAIHPAHH OT
IIPOM3BOJNTEIIS/ JOCTABINKA HA HH(POPMAMOHHHS AKTHB;

2. aIMHMHHCTPATOPCKHTE MPOQUIH Ca IePCOHAHH;

aJMHUHHCTPATOPCKATE NPO(IIIA Ce U3MOI3BAT CaMO 3a A/IMHEHCTDPATUBHH IIEIH;

4. aIMHHMCTPAaTOPCKHTE NPOQHIH Ce CH3aBaT CaMmo Ha CILy’>KHTEJIM, KOHTO H3BBPIIBAT
aIMMHUCTPATHBHY ONEPaIUK (MHCTaTApaHe, KOHGHUTYpUpaHe, YIIpasieHue, IOJIPBKKA U
T. H.); 4

5. IIpaBaTa Ha BCEKH aJIMHHACTPATOPCKA AKAYHT Ca OTPAHAYEHH BBB BH3MOXKHO HAH-IOMsIMA
CTCHEH 10 PYHKIMOHAIHHS ¥ TeXHHICCKUS IEPHMETHD Ha BCEKH aJIMEHHCTPATop;

6. naHHHTE 3a ABTEHTHKALMATA HA aIMUHHCTPATOPCKUTE aKAYHTH:

- Ca pa3lIHYHH 3a BCSKA CHCTEMA,

- Ca C BBE3MOXHO Hai-TOIsAMa CJIOXKHOCT, HO3BOJECHA OT CHCTEMATa MM HEHHHS
KOMIIOHEHT;

- Ce CBXPaHABAT MOJXOMAIIO GU3NIECKH U JIOTHYECKH 3alIUTEHH, KATO JOCTBII 0 THX
MMa Camo OTOpH3HpaH NPENCTABHTEIN — IIL.eKCIEPT ,, MHdopMarionHo ocurypspasne” ;

7. nopmbpxa CHMCRK HA  aJMHHHCTPATOPCKHTE npoduan 3a HHOOPMAIMOHHHTE W
KOMYHHKAIIHOHHUTC CHCTEMH M TEXHUTE KOMIIOHEHTH;

8. IPH HEBH3MOXHOCT Ha AIMHHHCTPATOP Ja H3NEIHABA IIBIHOICHHO (QYHKIMHTE CH
nopany OOCKTHBHM IPUYMHH IIPAaBaTa HA aIMHHHCTPATHBHUS My aKayHT ce CIIHpaT 3a
CHOTBETHHS MIEPUOT; i

9. IOHe BEIHBXK IOMMIIHO CE NpPAaBH NpEriel Ha aIMHAHHCTPATOPCKUTE NPOGMHIH ¢ Led
YIOCTOBEpSIBaHE Ha aKTYAIIHOCTTA HM.

2

(2) ITaponure 3a aBTeHTHKALES HA a/IMHHHCTPATOPCKHTE IPODHIIH Ce CMEHAT 33 bJIKHTENHO:



1. meproAMYHO — HaH-MaKo BeAHBK B [OJHHATA,

2. 1pH NpEeKpaTsABAaHETO Ha JOTOBOPHUTE MM CIyXEOHH OTHOMECHHS ChC CIIYXKHUTEIH M
TPETH CTPaHH, Ha KOUTO Te3H JaHHH ca OHJIM M3BECTHH;

3. mpw npoOHB B MpeKOBaTa M HHGOPMAIHOHHATA CHTYPHOCT.,

(3) Beuukm omepamnuu, IpomecH W JEHHOCTH B HH(MOPMALHOHHHTE H KOMYHHUKAlIUOHHUTE
CHCTEMH ¥ TEXHMTE KOMIIOHCHTH, H3BBPLICHH C 8/IMHHHCTPATOPCKH NIPaBa, Ce JOKyMEHTHPAT
II0 CMHCBJIa Ha WI. 5, all. 3 1 4 or HapenGara 3a BCEKH aIMHHMCTPATOPCKH IPOdHI H B
CBOTBETCTBHE C H3UCKBAHHUATA HA W1, 29, an. 2, 4, 5 u 6 ot Hapenbara.

(4) B noxymenramuaTra 1o am. 3 He Ce BBBEXJAT H HE Ce CHXPAHSIBAT [apojii  Ha
aIMHHHCTPaTHBEH NPoQHII o popMara Ha SBEH TEKCT HIIH Xelll.

Yn.10. (1) OOmumnara M3MON3BAa OTAENHA, HOAXOASIIO 3AUTEHA cpejia (MpeXa, cucTeMa,
codTyep ¥ 1p.) 3 HENUTE HA aMUHUCTPHPAHE Ha HHDOPMAITHOHHHTE U KOMYHHKAIITHOHHHTE
CHCTEMH H TEXHHTE KOMIIOHEHTH. Ta3u cpefa e H30JMpaHa OT APYrHTe MH(DOPMAIMOHHU H
KOMYHMKAIIHOHHH CHCTEMH Ha OOIMHATA ¥ OT HHTCPHET H He C€ H3MOJ3Ba 3a APYTH IeH.

(2) B cmygaii ue aIMUHHCTPHPAHETO Ha HH(MOPMAIMOHHATE ¥ KOMYHHKAIIHOHHATE CHCTEMH H
TCXHATC KOMIIOHEHTH HE C€ OCBHIIECTBABA IIpe3 cpejata IO ajl. 1, MOTOLUTE Ha Tasd
MH(OpMAlKs Ca 3aLMTEHH YPE3 MEXaHH3MH 32 YI0CTOBEPSIBAHE ¥ KPUITHPAHE.

Yn.11. (1) Obuwaara JaBa JOCTHII 10 UHOOPMANMOHHUTE H KOMYHHKAIIMOHHUTE CH CHCTEMH HA
MOTpeOKTeIl MM ABTOMATU3HPaH MPOIEC CaMO KOT'aTo TO3M JOCTEHII € CTPOro HEOOXOIHUM Ha
noTpeOUTeNs, 32 Ja M3NBIHM 3aIbDKCHHUSTA CH, WIM HA aBTOMATH3HPAHHS IIPOLEC A
H3BBPIOM HEOOXOJMMHTE TEXHMYCCKH OIEpaldd. 3a ja TrapaHTHpa, d9e JOCTHI JI0
MHQOPMAIMOHHATE M KOMYHHKAIMOHHHTE My CHCTEMH HMAT CaMO OTOPH3HpAHH
NOTpeOHTENH, YCTPOHCTBA  (BKIIOUMTENHO JAPYTH WH(GOPMANMOHHM  CHCTEMH) H
ABTOMAaTH3HPaHH IIPOIIECH, OOIIHHATA OIIPEIEIIs:

1. mpaBara Ha HOCTBI 0 KOHKPETHM HH(OPMALMOHHH AKTHBH HA CITYXHTEIHTE CIIOPE
IUTBKHOCTTA HM;
2. pena3a 3asBsABaHe, IPOMsIHA U [IPEKpATIBaHE Ha JOCTHII;

(2) Obmmnara mpuiara 3aJbKATENIHH MEPKH 3a ABTCHTHKAIWS, OTOPH3AIHS M OJUT Ha
KOMITFOTBPHHTE MPEXH U CHCTEMH, KOHTO BKIIFOUBAT M M3HCKBAHHS 3a OIIpe/IeIeHa CII0KHOCT
Ha TAHHHTE 3 ABTCHTHKAIMS, aKO Ce H3IIOJI3BAT NIAPOJIH T€E:

1. crensa na chABPIKAT MATKK U roJIeMH OYKBH, H(PH H CIICIIHATHH CHMBOJIH,

2. ca OBITH He MO-MalKo OT 8 cHMBONa 3a moTpebuTeNcKdTe M 12 CHMBOJNA 3a
aIMHHHCTPATOPCKHUTE MTPOQHIIH;

3. maponute Ha NOTPeOHMTENCKHTE aKAYHTH CE CMEHSAT PEryJISpHO Ha IIEPHOJ HE TIO-TOJISIM OT
IIECT Mecella;

(3) Obumunara rapanTHpa, Y€ NOTPeOUTEICKATE TPOQIIIH Ca HHIHBHLYIHH;

(4) B exenneBHaTa paboTa ce H3MOA3BAT MPOGHIM ¢ HAal-HHCKOTO HABO HA JOCTBHI, KOETO 1aBa
Bb3MOKHOCT 3 H3IILIIHEHHE Ha CIYKEOHHUTE 3316 DKCHUS,

(5) Obmnara rapanTHpa, Ye ITHUIATa, MMAIK IPABO /13 3agBABAT JaBaHe, IPOMEHSHE 1 CIIUpaHe
Ha JIOCTBII, ONPSICICHH CBITIAaCHO all. 1, IpaBAT peOBHHM Iperie]y Ha JOCTBIMTE, HO HE II0-
PAIKO OT BEIHBX B FOAMHATA; -



(6) ITpu Te3n nperaeju ce yCTAaHOBABA HNalH BCHYKH, HA KOHTO € JaleH JOCTHI J0 Mpekara, /10
OTHEIHATE CHCTEMH HW/HWIM IPUIOXKCHHS, HWMaT TIPAaBO Ha HEr0 B CHLOTBETCTBHE ChHC
CIy’KeOHHUTE MM 3aJb/DKCHHS, HalH BBHIIHH JMIA HMAar JOCTHI M KakbB € ToM (OMBIIM
CIIY>XWTEINH, IPEICTABUTENN HAa TPETH CTPAHH);

(7) 3a nenurte Ha mNperneidTe aJAMHHHCTPATOPHTE HA CHOTBETHHTE MH(POPMALHOHHH H
KOMYHMKALlMOHHH CHCTEMH IIPEIOCTaBAT Ha ONPABOMOLICHHTE II0 al. 1 JIHI@A CIHCBHK Ha
BCHYKH, KOMTO HMAT JOCTBHII 0 CHCTEMATa M HUBOTO Ha JOCTHIIA, @ ONMPABOMOLIEHHTE JIHIA
JOKYMEHTHPAHO IIOTBBPKIABAT MM J[aBaT YKa3aHHUs 3a IIPOMSIHA;

(8) ObmuEaTa orpaHHyYaBa JaBaHETO Ha IIPHBHJIETHPOBAH IOCTHI (II0-BHCOKO HHBO HA JOCTHII
WK JOCTBII IO CHCTEMA, 10 KOATO JIMIETO HE TpsOBa Aa HMa JOCTHII ); IPUBHIETHPOBAHMUSIT
JOCTBII CE JaBa CaMo 3a OLPEENCH IIEPHO/| K ACHCTBUITA C HETO ¢¢ KOHTPOJIMPAT;

(9) Obmuuara rapaHTHpa, Ye JOCTBIBT JIO CIIOAEICHH (baHJmBe H [IPHHTEPH € pa3pelieH caMo OT
MpexaTa, KOHTpOJIpaHa OT OOIIMHATA.

Y12, Ilpy HeoOXOmMMOCT OT JOCTBI OO0 HHGOPMAIHOHHH AKTHBH H3BBH MpEXara,
KOHTpOJIMpaHa OT OOINMHAaTa, ce cmasBar HW3WCKBanusrta Ha wi. 19 or Hapenbara,
BKJIFOYHTEIHO:

1. ce u3nosn3sa Haif-ManKo JBY(aKToOpHa aBTEHTUKALVS;

2. ce M3M0JI3BAT CaMO KaHAIM C BHCOKA CTeNeH Ha 3aumura kato Virtual Private Network
(VPN);

3. =He ce m3nomsar File Transfer Protocol (FTP) u Remote Desktop Connection.

Yn.13. (1) 3a namanaBaHe Ha PUCKA OT MHIHJCHTH, NIPESAU3BHKAHA OT TEXHAYECKH MOBPEIH HA
CHCTEMUTE, O0IMUHATA:

1. ocurypsBa KIMMaTHKO-MEXaHHYHHTE YCIOBHUS, YKA3AHHU OT IIPOM3BO/IHTEIS;
OCBIIECTBABA HAOMOICHHE Ha TaPAMETPHTE HA YCIOBUATA IO T. 1
3. ImpoBexna IaHUpPaHa PeryJsipHa TeXHHYecKa NpoQHuIakTUKa Ha yCTpoicTBara.

(2) 3a mamaisBaHe Ha pHUCKAa OT HEOTOPH3HPAH MOCTEHI, OOIIHHATA Pa3lollara yCTpoWCTBaTa B
30HH, KOHTO ca (h)H3HMYECKH M JIOTMIECKH 3allMTEHH B CHOTBETCTBHE C KiIacH(pHKAIHITa Ha
uHopMamITa, ¢ KoITo padoTAT.

Ya.14. (1) O6mmBara MHCTAIMpa M HONNBPXKA CAMO BEPCHHM HA H3IIOJ3BAHHSA B CHCTEMMTE
copTyep H QBpMyeEp, KOHTO C€ MOIIBPIKAT OT JOCTABYHIIMTE HIIM NPOM3BOIMTEIMTE H Ca

AKTYaJIHH OT II€AHA TOYKa Ha CHI'YPHOCTTA.

(2) KmersT Ha obmmHata, omobpsBa codTyepa, KOHTO ce H3MO3Ba B HHOOPMALHMOHHHTE U
KOMYHHKAI[HOHHUTE CHCTEMH.

(3) Obmunara nomaepxa OHOIHOTEKA ¢ THCTPHOYTHBH Ha H3noyBBaHuA cohryep U PBpMyep ¢
11eJI HAMaJIABAHE Ha BPEMETO 33 BH3CTAHOBIBAHE HA JIa/IEHaA CHCTEMA CJIE]l CPHB.

(4) ObmMHAaTa IpeanprueMa MEPKH 3a:

1. HenomyckaHe Ha HHCTAJHPAHETO U U3MOJI3BAHETO HAa HEOL00peH codTyep H hBpMyep;
2. KOHTpOJ BBPXY H3I0JI3BaHHA COPTyep U GpBpMyep, BKIIOUHTEIHO HETOBATA AKTYATHOCT.



(5) ObmunaTa npHeMa BHTPEIIHH IIpaBHIIa ¥ HHCTPYKIHU 3a perijaMeHTHpaHe Ha AeHCTBHATA
o:

1. mommbpxkane Ha OuOIHOTEKaTa ¢ MUCTPUOYTHBH Ha H3MON3BaHHA cOPTyep U GBpPMyep B
aKTYaJTHO CHCTOSIHHE;

2. yIpaBJIEHHETO Ha JOCTBIIA 10 Hes;

3. mpocrnensBaHE 3a HOBOOTKPHTH YSI3BHMOCTH B CHI'YPHOCTTA HA M3IIOJI3BAaHMS B CHCTEMHTE
copryep u GpEpMyep M 3a TEXHH aKTyalnu3aunu (HOBH BEPCHH, BIICHTH M 1a40BE), KOUTO
OTCTPAaHABAT TE3H YA3BUMOCTH, HMIM MEpPKH 3a CMEKYaBaHETO MM, IIyOIMKYBaHH OT
IIPOU3BOIUTEIINTE UITH AOCTAaBUHIUTE;

4. npumoOMBaHe H IpPOBEPKAa HAa NPOM3XOJa W IENOCTTA HA AKTYAIHM3alMaATa IpeH
HHCTIMPAHETO H;

5. UpWiaraHeTo Ha aKTyalu3alliMTe U NpelophbuYaHuTe MEpKH, KOMTO TpsbBa ga ce
H3BLpIIBAT chOOpa3Ho pasnopendute Ha Hapenbara.

L]

(6) Obmunara rapanTupa, Y€ yCTpoHCTBAaTA M CHCTEMUTE Ca KOH(DUTYPHPAHH B CHOTBETCTBHE C
IPETIIOPBKUTE 334 CHUTYPHOCT HA CBOTBETHUS MM JOCTABYHK HITH TPOM3BOMTEIN, KATo CE
IPUIIOXKAT H H3MCKBAHMATA Ha punoxerue Ne 4 ot HapenGara.

(7) Obmunara cpxpanssa off-line xomme oT akTyanuurte kondurypanmosHu daiinose u/HIM
OITMCAHKE HA HACTPOMKHTE, Karo JOCTBIOBT JI0 TAX TpsaOBa e KouTpoimpan. Komusara ce
IIPOBEPSIBAT PETYJISPHO OTHOCHO KAYECTBO H FOJHOCT.

(8) ObmmnaaTa perynapHO IpaBH IpoBepKa Ha KOH(HrypaimoHHuTe (aiiioBe W HACTPOHKHTE Ha
CHCTEMH H yCTpOICTBa 3a HEperaMeHTHPAaHH H3MEHEHHS,

Ya.185. (1) Obumuara npuiara B kHQOpPMAIMOHHATA B KOMYHHKAIMOHHATA CH MH(PACTPYKTypa
HOAXOMANIM MEPKH 3a 3allldTa OT IPOHMKBAaHE W MEPKH 32 OTKPHUBAHE M CIIPABSHE CBHC
3J10BpelieH codryep.

(2) MepxkuTe 3a 3amuTa OT 310BpeieH codryep:
¥
1. ca mpunoxeHH KbM BCHYKH KOMIIOHEHTH Ha HHOOPMAIMOHHMTE H KOMYHHKAIIHOHHHUTE
CHUCTEMHU, KBJIETO TOBA € BB3MOXKHO;
2. ce mojIbpXKaT B aKTYaJlHO CBCTOSHHE, 3a Ja HMaTr CIocoOHOCTTA Ja 3allMTaBaT OT
HOBOOTKPHTH 3allJIaxH.

(3) MepkuTe 3a 3ammTa OT 31I0BpelIeH cODTyep MO3BOJIABAT:

L. H3BBPIIBAHC HA II'bJIHA IIPOBEPKA 3a HAJIMYHME HA 3JIOBpPCACH co@nryep IIOHC BCIOHBX B
cCaAMHIAaTa, KbJACTO € IIPUIIOKHMO,

2, IIpOBEpPKa Ha CJICKTPOHHATA IIoa | @aﬁHOBC, CBAJICHH OT HHTCPHET, KaKTO U IPCHOCHMH
3alpcBanM YCTPOﬁCTBa, IIpeau nga 6’5,IEET OTBOPCHH.

(4) OOmunara M3BBPINBA PETYJSPHO OLEHKA Ha €pEKTHBHOCTTA HAa MEPKHTE 3a 3allUTa OT
3J10BpeJieH coTyep U IpH KOHCTaTHpaHH ciaboCTH MpeanpreMa AeHCTBHA 3a momo0psaBade
Ha 3alluTara.

Y16. (1) Obmunara ¥Ma pa3pabOTEHH MOMUTHKA ¥ BBTPEIIHH NPABHIA ChIJIACHO WI. 5, an. 1,
T. 6 ot Hapenbara 3a npunarade Ha KpHUNTOrpadcKM MeXaHH3MH, KOHTO C€ H3II0J3BaT 3a

*



TapaHTHpaHe Ha KOH(HICHUMATHOCTTA U HHTErpHTETa HA 4YBCTBHUTEIHATA MHDOPMAIHS B
CHOTBETCTBHE C HeHHATa KilacubHKalus.

(2) Kpunrorpadckure Mexanmsmu ca ChOOpaseHH C yA3BHMOCTTa Ha HH(pOpMaIHaTa KBM
3all1aXH 38 HEHHUTEC KOHQUICHIMATHOCT B UHTETPHTET H ¢ HOPMATHBHHTE U PETYIATOPHHTE
MSHCKBAHHS KbM HEHHOTO Ch3/(aBaHe, ChXPAHABAHE H [IPEHACSHE.

Y17, ObmuHata u3nomsBa ye6 CBPBBPH, KOMTO CE MOMIBPIKAT OT BBHIIHA hHpPMA.
.18, O6munaTa npeanpreMa cieauTe MEpKH 3a 3ammuTa Ha DNS:

1. mpu mmonssame nHa moBede or eqmn DNS CBPBBD, BCCKH OT TAX Ja € PA3lOJIOKeH B
pasnHYHa Mpexa/oaMpexa;

2. na mpunara DNSSEC (Domain Name System Security Extensions);

Aa muauMusupa DNS 3asskute cpritacao RFC 7816 Ha IETF or 2016 1.;

4. na 3abpanm zone-transfers — 3JIOHAMEPCHH JIHMLla MoraT OBp30 Ja ONpEeNeNsT BCHYKH
XOCTOBE B ONpe/Ie/icHa 30Ha Upe3 Tpanchepu Ha DNS 30mum, 1a chOHpar HHpOpMaHs 3a
JIOMeHHa, Na M30Mpar LemM 3a araku, sa OTKpUBAT HeusnousBanu IP ampecu u na
3200MKaNAT MPEKOBHS KOHTPOJT HA JI0CTHIIA, 3 Jia Kpazar uapopMans;

5. B KOHOHUTypaumoHHES (aiti xa croxu:

(O8]

a) dmarc (Domain-based Message Authentication, Reporting and Conformance) 3amuc;
6) SPF (Sender Policy F ramework) 3ammuc.

Yr.19. (1) Obwmnara ocurypsea busnyecka szammra Ha HH()OPMAIMOHHHUTE CH aKTHBH 4pe3
[IpHIAraHe Ha aNncKBaTHH H IPONOPUHOHATHE MEPKH Cpemy 3allaxv OT HEOTOPH3MpaH
$rsuyecku K0CTHI N0 TAX. Mepkure Tpsi0Ba 1a TapaHTHPAT HATMYHOCTTA, HHTETPHUTETA U
KOH(QHACHIIHATHOCTTA HA HHPOPMALMOHHHTE AKTHBH.

(2) ObmmHara ocurypsBa 3ammTa Ha HHDOPMALIMOHHHTE CH aKTHBH OT 10Kap, HaBOJHEHHE,
XHMHIECKa M (PH3MYECKa MPOMSIHA HA Bh3IyXa 4pE3 MOIXO/UIIIE MEPKH B CHOTBETCTBHE C
HOPMaTHBHHUTE aKTOBE.

(3) 3a na rapanTupa epukacHocTTa Ha TIPHIIOKCHUTE MCPKH 10 ail. 1 u 2, o6muHara u3BbpIIBa
MOJXOINIO HAOIIONEHHE BEPXY THX.

Hn1.20. B cioyuali ye obmmHATA H3MOT3RA HHIyCTPHAIHH CHCTEMH 3a KOHTPON, OT
DYHKLMOHHPAaHETO M CHTYPHOCTTA HAa KOHTO 3aBHCAT CBHIIECTBEHHTE YCIYIH, KOHTO
TPCNOCTaBd, Td MpWiara TMOAXOAAUIM MEPKHM 3a TAXHATA 3alHTA B CLOTBETCTBHE C
H3HCKBaHUsATa Ha Hapenbara, ako ca mpuioxumu.

Yn21. (1) OGummuara M3moOM3Ba CcHCTEMa/CHCTEMH 3a aBTOMATHYHO OTKpUBAaHE Ha CHOMUTHI,
KOUTO MOrar /la MOBIHAAT HA MPEXOBaTa W HHMDOPMALHOHHATA CHTYPHOCT Ha BaXHHTE 3a
HEHHaTa NeHHOCT CHCTEMM, 4Upe3 aHamu3 Ha HHQOPMAIHOHHH TIOTOIH, MPOTOKONH M
(haiioBe, MpeMUHABAIIT TIpe3 KITFOYOBH YCTPOHCTBA, NO3UIMOHMPAHHA TaKa, 4e Ja MOraT 1a
AHATH3HPAT BCHYKH TOTOLH, OOMEHSHH MEXIy COGCTBEHHTE MM HH(DOPMAIHOHHH |
KOMYHMKAIIHOHHH CHCTEMH, KaKTO H ¢ HHPOPMAIHOHHNTE 1 KOMYHHMKAIlHOHHHUTE CHCTEMH HA
TPETH CTPaHH.

(2) O6muuara opranmsupa 9pe3 HHCTPYKIUM AEHCTBUATA 3a HaOMOIEHHEe M peakius Ha
CHTHAIIMTE OT TE€3H CUCTEMH. .



Yn.22. [lo oTHOINEHHE HA CHCTEMHUTE 3aIIMCH OOIMHHATA rapaHTHpPa, Ye:

1.

B CBHPBEPH 3a MNPHIOXEHHS, KOMTO IOAIBPKAT KPHTHYHH MACHHOCTH, CHPBBPH OT
CHCTeMHaTa MH(PAcTPyKTypa, CBPBBPH OT MpeKoBaTa MHGPACTPYKTypa, OXpaHHUTEIHH
CHOPBKEHHS, CTAHIMH 33 HWH)XEHEPHHT H ITOJAPHKKA Ha HWHYCTPHAIHHM CHCTEMH,
MpexoBo obopyaBaHe H paboTHH MecTa Ha aIMHHHCTPaTOPH C€ PETHCTPHPAT
aBTOMAaTU4HO BCHYKU CBOMTHS, KOMTO Ca CBBbpP3aHH HAaW-MalKO ¢ aBTEHTHKAIMd Ha
NIOTpeOUTENUTE, YIPABIECHHE HA IPOGHINATE, IpaBaTa Ha JOCTHI, IPOMEHH B IIPABHIIATA
33 CHTYpPHOCT U (YHKIMOHHpaHe Ha HH)OPMAIHOHHHTE H KOMYHHKAIIMOHHATE CHCTECMH;
B 3aIIHCHTE 3a BCAKO OT TE€3M CHOUTHA € 0TOeNI3aH0 acCTPOHOMHYECKOTO BpeMe, KOraro e
HACTBIHJIO CHOUTHETO;

BCHYKM KOMIIOHEHTH Ha CHCTEMHTE TNOUIBP)KAT EIHHHO BpEME B CHOTBETCTBHE C
H3UCKBAHHATA HA!

a) craggaptu BJIC ISO 8601-1 "Jlata u Bpeme. [Ipenctarsuus 3a ooMen Ha uHbOpManus. Yact
1: Ocnoru npasmia" u BJIC ISO 8601-2 "Jlata u Bpeme. IIpencrassumsa 3a oOMeH Ha

6)

Yn.23.
uH(pOopMalHOHHA CUTYPHOCT:

uapopmanus. Yact 2: Pasmmpenns"; BpeMeTo 3a HACTBHIBAHETO HAa CHOMTHS C TIPABHO HIIH
TEXHHYECKO 3HAYEHHE Ce OTYMTA C TOYHOCT J0 roJWHa, JaTa, 4ac, MUHYTa M CEKyH/a, a IpH
TEXHOJIOTHYHA HEOOXOJAHUMOCT Ce JIOIYCKA B OTIUTAHE IO MHITMCEKYH/IA;

3a CHHXpOHH3aIlMd Ha YacOBHHUIIATEC Ha KOMIIOHCHTH Ha HH(I)OpMaIIHOHHHTe H

KOMYHUKAIIHOHHUTE CHCTEMH TpsOBa ma ce m3momssa npotokos NTP V4 (Network Time
Protocol, Bepcus 4.0 u cnenpamu), ocHoBan Ha RFC 5905 ma IETF ot 2010 r., xaro ce
OCHTypsiBa XpOHOMETpHYHA JeTepMmuHanus ¢ BpemeBara ckana Ha UTC (Coordinated
Universal Time), 1 aHaIoru4eH;

4. IOCTBIBT a0 HH(bOpMaHHSITa nmoam le Oorpanu4veH ¢aMo JI0 JHIla, HMalllH 3a1bJKCHHUA 34

HaOmoeHreTo M0 cMUChaa Ha 4. 30 ot Hapesnbara, 3a paspeinaBaHeTO Ha HHITHICHTH C
MpexoBaTa M HH(OpPMaIMOHHATA CHIYPHOCT, 33 Pa3sKpHBAHETO M pas3CIIEABAHETO HA
TEKKH IIPECTBILICHHS M IPECTBIUICHHUA 110 4. 319a — 319¢ ot Haka3arenHust KoIekc B
CBOTBETCTBHE C WI. 14, an. 4, 1. 2 w wn. 15, am. 3, 1. 3 oT 3akoHa 3a KMOEPCHUIYpHOCT.
JocTeubT A0 Ta3H HHpOpMALKs TPIOBa 1a € caMo 3a YEeTEHE;

HHboOpMaIATa O al. | ce apxMBHpa H ce ChbXpaHABa 3a IEPHOJ HE MO-MATBK OT
JIBaHaJleceT Mecella IIPH Clla3BaHe Ha U3UCKBaHusTa Ha 9. 32 ot Hapenbara;

o0IMHATaA J1a € B CBCTOSHHME Jla W3BBPIIBA Kopenanus Ha uHdopManusara mo an. 1 or
Pa3JIMYHUTE W3TOYHHIM M Jla IPaBU aHATHW3, 3a Ja OTKPHAT CHOHMTHS, KOHTO 3aCsrar
MpexoBaTa H HHYOPMAIMOHHATA CHTYPHOCT.

Brs BpB3Ka C BB3HHKBAHE MW YIPABJICHHE HA HHOHIOCHTH C MpEXKoBara H

CIY)XHTEIIUTE I0JaBaT CHIHAN 33 HACTHIMIH HIH ITOTCHIHAIHHA CBHOMTHS, OKa3BaIllH
HETaTHBHO BJIMAHHE BBPXY MPEXOBaTa W MH(OPMAIMOHHATA CHI'YPHOCT JIO TJI.eKCIEpPT
~HHpopManronHo ocurypsaBane”; ‘

KMETBT ONpelens ChC 3a0Be]] JIHIIE, OTnl"OBOpHO 3a PErHCThpPa Ha UHIUICHTHTE;

¢ yTBBpAcHa OoT KMeTa HHCTPYKIHS Ce OmpemeNdT penla 3a perucTpHpaHe Ha CHUTHAIH,
[IpOBepKara Ha TAXHATa JOCTOBEPHOCT, KIACH(MHITHPAHETO UM, TIXHOTO TIPHOPUTHIHPAHE
H IIOCJICIBAIIIOTO YBEIOMSABAHE 32 TOBA HA IIOJATEII;

34 MHIIUAECHTA CE€ YBEIOMSABAT IIPEKUTE pEKOBOAUTENIHN HA JIMIIATa TOJalId CUTHANA;
HHpOpMaIIMITA 38 HAYHHA 3a pa3pelIaBale Ha HHIHJ/ICHTA Ce 110/1aBa B IUCMEH BH/T;



6. HHIOUJACHTA C€ JOKYMCHTHPA J0 IPHUKIIOYBAHETO MYy,

7. CbXpaHABAaHCTO M IIPENAaBAaHCTO HA JOKa3aTeJICTBa, KOTaro HHOHOCHTHRT IIpearioara
H3BBPIIBAHETO HA ITPOIECYATTHH JIeHCTBHA Cpellly JIMIE HIIH OpraHHd3alus, BKIOYHTEIHO
HCOGXOI[I/IMHTC 3a TOBA 3alIHCH CC W3BBPIIBA B IIUCMEH BU/I;

8. nmocTeOBT J0 PETHCTEPAa Ha HHIAACHTUTE € OrpaHuYCH. HHHELT&, HMallH JOCTBII OO0 HEIr0
CC OIPENEIIAT ChC 3aII0BE HA KMETA.

(3) Obmmnara pa3paboTBa, MPOBEPsIBa U HOUIBPXKA B AKTYAIHO CHCTOSHME ITAHOBE 32 CIIpaBsHE
C MHIMICHTHTE, KOHTO OHMXa HMalM Hai-CCPHO3HO BB3JEHCTBHE BBEPXY MPEKOBATA H
uH(popMaLHoHHaTa curypHocT. I[lnanoBere chaBpxaT HEbOpMars 3a:

OTTOBOPHHKA 32 OPraHM3alHATa IIPH HACTHIIBAHE HA HHITUICHT,
pena 3a HHpOpPMHUpaHE;

MEpKHTE, KOHTO CJIe/[Ba 114 C& NPENIPHEMAaT B OTTOBOPHOTO 3a TOBA JIHIIE,
pelia 3a KOHCYJITHPAHE; i

pena 3a clefieHe Ha MapaMeTpPHTe 110 BPeME HA HHIHACHTA;

JTHIETO, KOCTO IIe ChOUpa U ChXpaHsBa HeoOXoUMaTa HEPOpMAIHs, H JIp.

R S

(4) Obmunara pa3paboTBa CTPATerHs 38 KOMyHHKAIHS, KOSTO OIpEIeNs Pea 3a CIojieNiaHe Ha
HH(pOpMALKATA 38 MHIM/IEHTA CBC CIIY)KHTENIH, NAPTHLOPH, TOCTABYMIM, KIHEHTH, ME/HH,
IOBp:KaBHU OpraHHu.

Un24. (1) Ilpu WHIMIEHT ¢ MpexoBara M HH(OPMAIHOHHATA CHT'YPHOCT CT.€KCHepT
»MIHQOPMAMOHHO 00GCTy)KBaHe", ONpe/IeNeH KaTo CIIyXKUTEN, OTTOBApSI 33 MPEKOBATa
MH(OPMAIMOHHATA CHI'YPHOCT, YBEIOMSBA CHOTBETHHS CEKTOPEH EKHII 34 pearrpaHe npu
HHIHICHTH ¢ KOMITIOTPHATAa CHIYPHOCT 3a MHIHAEHTHTE B CPOKOBETE, OCOYEHH B i 21,
al. 4 u 5w 22 oT 3aK0HA 32 KHOEPCHIYPHOCT.

(2) 3a yBemomsBanero mo an. 1 u mo wn. 17, an. 7 ot 3akoHa 3a KHOEPCHTYPHOCT Ce HM3II0N3Ba
(opmara, mocouyena B mpunoxerne Ne 7 or Hapen6ara.

(3) Ilpr wm3nbiHsBaHE Ha H3WCKBaHeTo HAa wi. 17, am. 8 or 3akona 3a KHOEpCUTYPHOCT
CEKTOPHHTC €KMIIH 33 pearupaHe IPH MHIUICHTH ¢ KOMIIOTBPHATA CHIYPHOCT H3IIpAINAT
o0obmenara crarucTHyecka HHGOPMANMS 332 MHIOWACHTH KBM HANMOHAIHHS CKHIl 3a
pearMpaHe Npd MHIMACHTH C KOMITIOTBPHATA CHTYPHOCT, K4TO H3MOJ3BaT (hopMmara,
nocoveHa B mpuioxenue Ne 8 or Hapenbara.

(4) B ciyuaii e nnpopmanmaTa mo a1, 2 1 3 ce u3Npama OO eIeKTPOHHA NOLIA, TS TpAOBa Jia e
TOJIXO/IANIO 3aMTEHa OT HEOTOPU3UPAH JOCTBII H Ja € Kiacu(uimpana cbriacHo 4. 6, a.
7 ot Hapenbara.

Yn.25. (1) Hacrosimure npasuia Ha obmmHa JIoM BKIIFOYBAT MEPKH 3a 3ana3BaHe HHTCTPUTETA
Ha MHGOpPMaNuATa B CIIy4ail Ha MHIK/IEHT, 3acarall] HeHATA JOCThIHOCT.

(2) BoB Bpb3ka ¢ an 1 ce H3NBIHSBAT CIEJHHTE MPOLECH, CBHLP3AHWTE ¢ TAX JCHHOCTH M
OTTOBOPHOCTHTE IO PE3CPBUPAHE H apXUBHpaHe HA HHGOPMAIHATA:

pe3epBHpaHe U apXHBUpaHe Ha HHPOPMAIMATA OT Oa3H JAHHH,
3a apXHUBHpaHE U Pe3epBUPAHE CE H3II0N3Ba [TEXHOIOIHA];
PE3EpBUPAHETO € ITBJIHO |

ApXHUBHPAHETO U PE3CPBHPAHETO CE U3BBPINBA €KEIHEBHO,

=N 'S T (N TS
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IpasAT ce 2 Oposi Ha KOIHS;

BPEMETO 3a CBXPaHSIBaHE HAa BCAKO KONME C€ OIpeels CHIVIACHO H3HCKBAHHATA HA
HOPMaTHBHHTE aKTOBE H OIICHKATa Ha PHCKA,

BCAKO KOIIME Ce ChXPaHsBa Ha IPYT ChPBBD;

MEPKHTE 3alllUTa OT HENPABOMEPEH JAOCTHII ca GU3UIECKH H JIOTHUYECKH,

H310J13BaT C€ B KOHKPETHM CIIydaH ;

0. pa3penicHKe 3a U3MOJI3BaHe C€ JaBa OT JIUIIE, OIpEeACNICHO ChC 3amoBe)] Ha KMmera.

(3) Ilpu pesepBupaneTo ¥ apXMBHPAHETO Ha HH(POPMALHSTA CE CIIA3RAT CIIEIHUTE H3HCKBAHHS:

L:

TIPaBAT CE PeryJsIpHH KONKs ChoOpa3HO pHCKa OT 3aryba Ha HH(pOpMaIHg U JUHAMHKATA
Ha U3MEHCHHETO I,

KOMHUSATA HAa MHGOpPMALUs ca eTHKeTHPAHH 110 HAYKH, yKa3Balll €JHO3HAYHO IIOHE KAKBA €
HH(OPMANHUATa, 32 KOS CHCTeMa, KAKbB METOX € M3IIO3BAH 3a Ch3/laBaHE Ha KOIIHETO,
JIaTa | Jac; !

KOIMATA HA YyBCTBHTEIHAa MHQOpPMAIMSI ca B KPHIOTHPAH BHJ HJIM [OHE 3AIUTEHH C
aporna;

KonysTa Ha MHQOpPMAIMATA C€ CHXPAHABAT HA OTIEIHA MAIIMHA M IO BBIMOXKHOCT B
Jpyra 3alllHTeHa MpexKa;

€IHO OT KOMHATA HA KPUTHYHA 3a AcHHOCTTa HHpOpManus ce cpxpanssa off-line u 1o
BBE3MOXKHOCT B JIpyra Crpajia uju Ha o0agHa cpeja;

IpaBH C€ H peryasdpHa INpOBEpKa Ha TIOJHOCTTA HA pE3EPBHUTE KOIMMS, NATH Te
H3IBJIHABAT IEIHTE, 32 KOUTO Ca CH3/aJCHH, H ITOCTHIa JIU ce HeoOXO0MMOTO BpeMe 3a
BB3CTaHOBSABAHE.

HYn.26. Ob6muHaTa NpeanpHeMa MOAXOMSIIH M B CHOTBETCTBHE C PHCKOBETE MEpPKH 3a
TapaHTUPAHC HA HHUBOTO HAa YCIYTHTE U ACHHOCTHMTE, KOHTO ca B obxBara Ha Hapenbara,

KaTo:

1. pesepBupate HA CHCTEMH;

2. pesepBHpaHe Ha yCTPOUCTBa,

3. OanaHcupaHe Ha HATOBAPBAHETO HA KPUTHYHH YCTPONCTBA HIIM CHCTEMH:
4. pesepBHpane Ha IICHTPOBE 3a JaHHH.

Y27, (1) Obmumara pa3paGoTBa IUIAHOBE 3a HENPEKBCBAEMOCT 34 JIEHCTBHS B clly4ail Ha
aBapMM, NPUPOAHH OCJCTBHS HIM [PYTH HENpPEeNBHACHH OOCTOSTENCTBA, KOMTO OHXa
IPHYHHHAJIM [IPEKbCBAHE Ha IPEIOCTABIHATA OT HETO YCIIyra B CHOTBETCTBHE ¢ H3UCKBAHUATA
Ha 4. 5, an. 1, T. 6 or Hapen6ara.

(2) Ilnanogere mo ai. 1 cuaBpXKAar:

W~

00CTOATENCTBATA, 382 KOMTO CE OTHACHT,

IIparoBeTe, IIPH KOUTO CE 3aeHCTBAT,

JHUIIETO, KOETO J[aBa paspelleH e 3a 3a/1eHCTBAHETO HM;

penia 3a Bb3CTaHOBSBAHE Ha YCIYTHTE H JISHHOCTATE /10 ONpE/ETeHO HUBO.

(3) Inanosere mo a. 1:



1. ce OpoHTpaBar IIEPHUOIHYHO, HO HE IIO-pAaKO OT BeIHBX B romgHara, ¢ el Ja ce
INPOBEPH TAXHATA AKTYAJIHOCT M JIa ce TPEHHpAT JIHIaTa, KOUTO HMAaT OTTOBOPHOCTH 3a
H3NBIIHCHHETO HM;

2. e HIOONBPXKAT B aKTyallHO CbCTOAHHE,

3. ca JOCTBITHH CaMoO 34 JIHIara, KOUTO UMAaT OTTOBOPHOCTH 3a TAXHOTO H3NIBJIHCHHE;

4. ce ChXpaHaBar HaH-Manko Ha ABE MCCTA, €JHO OT KOHTO € H3BBH crpajgara, B KOsATO ce
HaMHApaT CHCTEMHTE, 3a KOUTO CE OTHACHT.

Pazgen 111
H3UCKBAHUS 3A KOHOUT'YPUPAHE
1. 28. BBB BpB3Ka ¢ M3HCKBAHUITA 34 KoHburypupane, sanernanu B HapenGara:

1. ce 3abpansBat macros B office nakerure;

2. 3abpansBa ce pop-up B GpaysepHre;

3. Auto play ¢pynkmnusra ce KOH(HIypHpa BHHArH [ia HCKa MOTBBPIKIEHHE HA oTpedHTeNs;

4. User Account Control ce KOHQHTYpHpa 10 Hai-BHCOKO HHBO, TaKa Y€ BHHArH Jia H31aBa
IpenyIpeKICHU;

5. 1pu cuofensHeTo Ha (ailoBe M MPHHTEPH He ce H3MOJ3BA HacTporika Everyone, a ce
yKa3Ba KOH aKayHTH TOYHO Jia MMAT IIPaBO Ha JIOCTHII JI0 THX;

6. 3abpanssa ce TRACE/TRACK metonsT;

3a0paHsBa ce anonymous authentication;

8. m3momssa ce Unicast Reverse-Path F orwarding (uRPF) 3a npennassane ot H3013BaHeTO
Ha (anmusy IP ajpecy u rate-limiting 3a orpanuuasane Ha Opost Ha 3asBkure mo IP
azpec;

9. sabpansa ce TLS renegotiation B cucTeMu, usmomssarmu TLS, unu na ce xondurypupa
rate-limiter 3a orpann4aBane Ha 6post Ha NPEJIOTOBAPSAHE HA CECH,;

10. cro0mennsTa 3a rpENIKY B CHCTEMHTE He JlaBaT H3IHIIHA HHpOpMALHSL,

11. me ce m3nmomssa AutoComplete;

12. m3nonssar ce npunoxenns (add-ons) kM Opay3epute 3a OIIOKHMpaHe Ha pEKIIAMHO
ChIBPIKaHHE;

b

]

Yn.29. BB Bpw3Ka ¢ H3UCKBaHHA KM headers Ha OTTOBOPHUTE Ha 3adBKH 3a yeO caifrosere,
Kkouto ca sanernany B Hapenbara, o6munara npemprema cienuute MEpKH:

1. Headers Ha 0TroBOpHTE Ha 3asBKHTE 73 He CHABPIKAT HHpOPMAIHS 32 IIATGOPMHTE 1
BCPCHHTE Ha U3I0JI3BaHUA codTyep.
2. Headers Ha OTrOBOPHTE Ha 3aBKHTE CHILPKAT CIICTHUTE OIUH:

a) HTTP Strict Transport Security (HSTS) — monuThka csriacao REC 6797 Ha IETF ot 2012 .,
KOATO NPHHYK/aBa yeO Opaysbpa Ha KIHEHTA Ja Ce CBBIKE mupexTHo upes HTTPS npu
npepasriaexaane Ha yeb caliTa; mpenophbunTenHa CTOHHOCT Ha IIEPHOJA Ha BAJTHIHOCT Ha
kema Ha HSTS (max-age) e nmone mecr Mecera;

6) X-Content-Type-Options — HHCTPYKTHpA NOTPEOUTENCKHUS Opay3sp Ja clieBa CTPHKTHO THITA
MIME, nedumupan B Content header; enuncTBenara BallM/IHA CTOHHOCT 3a TO3H Xemsp ¢ "X-
Content-Type-Options-nosniff";

B) X-XSS-Protection — HacTpoiipa KoH(urypauuara 3a XSS ¢uiarbpa, BrpajeH B IOBEYETO
Opay3bpu, KOETO IPeOTBPATSABA HAKOH KaTeropuu XSS aTakH; NPEMOPHLUYATENIHA CTOHHOCT
"X-XS8-Protection: 1; mode=block";



r) X-Frame-Options — 7naBa ykasaHus Ha Opay3bpa Ja He BKapBa ye® CTpaHHIIAaTA BLB
frame/iframe Ha ApyrE ye® CTpaHHIM; NpeNOpBUMTENTHA CTOMHOCT "X-frame-options:
SAMEORIGIN";

1) Content-Security-Policy — npenoTBpaTsiBa IIHPOK CIEKTHP OT aTakH, BKIHOUHUTENIHO Cross-site
scripting ¥ JpyTH cross-site injections;

e) Referrer-Policy Header — mo3BonsgBa Ha caiiTa Jia KOHTPOJMpa KOJKO HHGOpPMAIHS C
HaBHTAIUSA JIa ce BKIIIOYBA B Opay3spa H3BBH JOKYMEHTa,

%) Feature-Policy Header — mo3BoinsiBa Ha cailita Aa KOHTpOJIMpa KOM (YHKIIHH W IIPHJIOXKHH
nporpamun untepdeiicu (API) morar na ce usnonssar B Gpaysnpa;

3) HTTP Public Key Pinning (HPKP) — 3amuten mexanuszbsm, koito mossossea Ha HTTPS ye6
calfTOBeTe Jia ce IMPOTHBOIOCTABAT Ha HMHTAIMA OT CTpaHa Ha aTaKyBaIlWTE, H3IIOI3BalKH
HETIPABHITHO H3a/ICHH WK JILXIABH CePTHOHKATH.

PA3JEJ IV
SAKJIIOUUTEJIHHU PA3IIOPEJBHA
§1. PrroBomuTENHTE U CIOYXXUTENUTE B OOIIMHCKA aqMHHHUCTpAMSA ca UTBXHH Ja II03HABAT M
CIIa3Bar pa3nopen0OuTe Ha Te3H NpaBHIIA.

§2. KoHTpombT Mo cra3paHe Ha IIpaBHJIaTa C€ OCHINECTBABA OT CT.eKcmepT ,,JHpopMmarmonHo
oOciyxBaHe™ OTTOBOPEH 3a IapaHTHpaHe Ha MPEXoBaTa U HH(MOPMAITHOHHATA CHTYPHOCT Ha
M3IO0I3BaHKTEe HHGOPMAMOHHK cucTteMu B OOmuHCcKa agMuHHCTpanus — Jlom. JlomycTaMu
ca JOIBIHUTEIHH MEPKU U IPOLEIYpPH, KOUTO ca meliecho0pasHHd U HeoOXOIUMH C Orjie]
3aII{Ta Ha HHPOPMAIHITA.

§3. Hacrosimmure BBTPEIIHH IIpaBHNA C€ PasIVICKIAT M OIEHABAT IEPHOJHYHO C OrJie]
edexTrBHOCTTA ¥, KaTo oOmuHa JIoM MOXe [a MpHeMa K IpHIara IOMBIHHTEIHH MEPKH H
IIpOLEeaypH, KOUTO ¢a IeJech0o0pa3Hi 1 HEOOXOIMMH ¢ OTJIe 3aIluTaTa Ha HHQOpMaIuITa.

§4. Te3u nmpasmita ca pazpaborenu cbriacHo Hapenda 3a MEHHMAIHATE H3UCKBAHUS 32 MPEKOBA
u undopManuonHa CHIYPHOCT U ca YTBBPJAEHH ChC 3armoBes] Ha kMeTa Ha obmmHa Jlom Ne
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